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Your guide to digital operational resilience testing:

become DORA compliant with Razorthorn’s continuous testing platform
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Meeting the DORA
testing requirements

The upcoming Digital Operational Resilience Act (DORA)
regulation, effective in January 2025, presents a significant
challenge for financial organisations. The act mandates
rigorous continuous monitoring of ICT systems and processes,
coupled with swift and comprehensive incident reporting.
Meeting the requirements necessitates a robust and efficient
testing platform.

Razor’s Edge is a comprehensive Continuous Threat Exposure
Management (CTEM) platform that combines automated
scanning with expert human validation. As such, it is ideally
equipped to address the DORA testing requirements, ensuring
your organisation can achieve and maintain continuous
compliance. This document will give you a deeper insight into
how Razor’'s Edge empowers financial institutions to navigate
the DORA landscape with confidence.




CTEM x DORA

Why CTEM is ideal for
DORA Compliance

® Continuous monitoring meets the “ongoing” nature of
DORA requirements

® Expert validation ensures reliable, actionable results
e Comprehensive visibility across your entire digital landscape

®* Real time alerting enables swift response to emerging
threats

* Documented remediation tracking supports compliance
reporting




Specifically, financial
entities must:

DORA regulation requires
all entities to:

¢ Annually perform ICT testing of ICT tools e Establish an annual programme of security

and systems

Identify, mitigate and promptly eliminate
any weaknesses, deficiencies or gaps
with the implementation of counteractive
measures

Periodically perform advanced Threat-Led
Penetration Testing (TLPT) for ICT services
which impact critical functions. ICT third
party service providers are required to
participate and fully cooperate in the
testing activities.

REGULATION REQUIREMENTS

testing to be undertaken by certified and
experienced internal or external testers

Conduct an Advanced Threat-Led
Penetration Test infrastructure and
services.

Include ICT third party providers of critical
services within the scope of TLPT

Ensure remediation of all issues identified
via re-testing or revalidation

Issue attestation reports, summary of
findings and remediation plans upon
completion of TLPT to authorities.
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Chapter IV
Articles 24-27

The digital operational
resilience testing
programme referred to in
Article 24 shall provide, in
accordance with the criteria
set out in Article 4(2), for the
execution of appropriate
tests.

Digital Operational
Resiliance Testing

General requirements for the

Art|C|e 24 performance of digital operational
resiliance testing
Article 25 Testing of ICT tools and systems
. Advanced testing of ICT tools, systems
ArtICIe 26 and processes based on TLPT
ArtiC I e 27 Requirements for testers for the

carrying out of TLPT
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DORA REQUIREMENT:
Annual Security Testing

Introducing Razor’s Edge

The Razor’'s Edge CTEM platform
makes it easy to meet DORA's
requirements for an annual
security testing programme
through continuous monitoring
with expert validation.

Our internal team of
experienced, CREST accredited

ethical hackers will perform in
depth manual penetration tests
for both internal and external

environments for virtually any
scenario.

The Razor’s Edge
security testing platform
gives you access to:

e Network Security Testing
e Web App Testing

e API Testing

e Infrastructure Testing

e Wireless Testing

e Mobile App Testing

e DOS Testing



DORA REQUIREMENT:

Advanced Threat Led
Penetration Testing

To meet the requirements of the
Advanced Threat Led Penetration Testing,
Razor’s Edge offers a Red Teaming
module.

Our internal Red Team will design bespoke
assessments which mirror the conditions of

a genuine cyber attack by utilising the same
tactics, techniques and procedures used by
criminal adversaries. Our Red Team will leverage
custom tools, exploits and methodologies to
assess the client’s environment.

THE SOLUTION
Razor’s Edge
Red Team Assessment

So how does threat intelligence relate to red
teaming? It's a cruial initial step taken by your
Red Team consultants to accurately emulate the
activities of real threat actors, including:

® Targeting your organisation’'s most
vulnerable assets, systems and applications
using current threat tactics.

Implementing cutting edge defensive
strategies tailored to the specific risks
facing your industry and region.

Essentially, incorporating threat intelligence

into red teaming allows testers to evaluate an
organisation’s ability to withstand simulated real
world attacks. This approach aligns with the core
purpose of penetration testing, highlighting the
benefits of integrating threat intelligence.

RED TEAM ASSESSMENT




Razor’s Edge
Red Teaming continued

Our full range of red team assessments includes:
Threat intelligence
Penetration testing
Comprehensive open-source intelligence
Digital & physical social engineering

APT simulations

The multiple methods used by our Red Team
ensure that engagements are as realistic as
possible and fully challenge the effectiveness of

technology, personnel and processes.

Typically, engagements are performed on average

over a 30-90 day window so that the assessment

mirrors a real world intrusion as closely as possible.

Following the Red Team Assessment, Razorthorn'’s

consultants will provide comprehensive reports

outlining any vulnerabilities uncovered, including

how they may be confirmed and exploited in

future testing.

The activities and approaches that took place
will be documented as well as observations and
remedial recommendations. The report will be
written in a way that it can be used to plan and

develop future encounters.
A debriefing session will also be arranged to

walk the company through the various breach

scenarios emulated in the Red Team Assessment.

RED TEAM ASSESSMENT




DORA REQUIREMENT:

Vulnerability Identification
& Remediation

To facilitate the swift identification of
vulnerabilities and to ensure prompt
documented remediation of those
vulnerabilities, Razor’'s Edge offers
continuous penetration testing.

Unlike traditional penetration testing which
only provides a point-in-time assessment of an
environment’s security posture, the continuous
service provides a dynamic and ongoing
assessment to ensure your digital assets are
secure and resilient against threats, 24/7.

Razor’s Edge
Continuous
Penetration Testing

Real Time Insights

Provides continuous, 24/7 testing, vulnerability
identification, exploitation and verification. With
real time alerts, to enable immediate action to

keep environments secure throughout the year.

Manual Verifictation
Mitigates the issue of false positives from
automated scanners as all results are manually

verified by our experts.

Scalability & Adaptability

Scalable and adaptive to an organisation’s
changing needs and growth, with certified
penetration testers monitoring the environment
year-round, eliminating struggles with resource

allocation, retests and purchase orders.

CONTINUOUS PENETRATION TESTING




DORA Compliance
with Razorthorn

www.razorthorn.com
office@razorthorn.com

0800 772 0625

4 St John’s Road
Tunbridge Wells
Kent

TN4 ONP




