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INTRODUCTION TO DIGITAL OPERATIONAL RESILIENCE ACT (DORA)

THREAT INTELLIGENCECORE REQUIREMENTSDORA OVERVIEW

The Foundation of Cyber Resilience in EU Financial Sector

The Digital Operational Resilience 
Act (DORA) establishes 

cybersecurity standards to ensure 
financial entities can withstand, 

respond to, and recover from ICT 
disruptions, effective January 2025.

Financial entities must perform 
Threat-Led Penetration Testing 

(TLPT), enforce security measures 
for third-party ICT providers, and 

implement comprehensive incident 
response protocols to ensure 

resilience against cyber threats.

Mandates that threat intelligence 
be integrated to simulate real 
adversary tactics in resilience 

testing.



• Definition: An advanced cyber resilience test that 
replicates tactics of cyber attackers targeting 
critical financial systems.

• Objective: Evaluates the resilience of critical 
services - technology, personnel, and processes - 
supporting Important Business Services (IBSs).

• Alignment with DORA: Ensures DORA’s 
requirement for threat-led testing to defend IBSs 
against disruptions.

WHAT IS INTELLIGENCE-LED PENETRATION TESTING?
Simulating Real-World Attacks to Strengthen Resilience



MULTI-FRAMEWORK APPROACH FOR DORA COMPLIANCE

OBJECTIVENO SINGLE MANDATEFRAMEWORK OPTIONS

Adapting Frameworks to Meet Resilience Standards

CBEST (UK), TIBER-EU (EU-wide), 
iCAST (Asia) and AASE (insurance-

specific) provide varied threat-
testing frameworks.

Frameworks offer rigorous 
standards that help FIs meet 

resilience needs across complex 
regulatory environments.

DORA requires that red team 
activities align with the principles 
and methodologies of recognised 

frameworks that suit the 
institution’s risk environment and 

compliance needs.



SIMILARITIES & DIFFERENCES ACROSS FRAMEWORKS
Framework-Specific Regulatory and Testing Variances

REGULATORY OVERSIGHT
Each framework has unique oversight: 

CBEST is UK-regulated, TIBER-EU by ECB, 
and iCAST & AASE by regional bodies.

THREAT SCENARIO FOCUS
CBEST targets UK-specific threats, TIBER-
EU covers EU-wide threats, and iCAST & 

AASE focus on regional and sectoral 
risks.

TESTING FREQUENCY
TIBER-EU mandates high impact assets 

be tested every three years, while 
others vary based on risk levels.

THREAT-LED TESTING
Each framework uses threat intelligence 
to design realistic scenarios tailored to 

attack vectors.

FOCUS ON IMPORTANT BUSINESS 
SERVICES (IBSS)

All frameworks target critical services 
essential for financial institutions’ 

operational resilience.

UNIFIED GOAL
Frameworks aim to close resilience gaps 

to enhance detection, response, and 
recovery.



• Phase 1: Scoping and Planning (FI): Collaborate with stakeholders to define critical assets, 
objectives, and align the testing scope to meet DORA’s resilience standards.

• Phase 2: Threat Intelligence Gathering (iSanctuary – Razorthorn’s threat intelligence provider): 
Collect tailored intelligence to create threat scenarios that reflect current cyber threats specific 
to the financial sector.

• Phase 3: Attack Scenario and Objective Design (iSanctuary/Razorthorn): Develop realistic 
attack paths targeting vulnerabilities identified in the scoping phase for targeted testing.

• Phase 4: Red Team Execution (Razorthorn): Conduct high-impact simulations without Blue 
Team forewarning, allowing a true assessment of real-world resilience.

• Phase 5: Reporting (Razorthorn/ iSanctuary): Separate reports from the Threat Intelligence 
and Red Team phases, detailing findings, risks, and vulnerabilities.

• Phase 6: Purple Teaming & Continuous Improvement (Razorthorn & FI): Collaborate with the 
Blue Team to replay actions, close detection gaps, and implement response improvements 
with a comprehensive remediation report.

OUR DORA RED TEAM ASSESSMENT PROCESS FLOW
Six Phases of Collaborative Cyber Resilience Testing



EXAMPLE TIMELINE
Razorthorn DORA Red Team Assessment

2 - 6 WEEKS
3 weeks average 

4 - 10 WEEKS
5 weeks average 

PHASE 1 PHASE 2 PHASE 3 PHASE 4 PHASE 5 PHASE 6

1 - 4 WEEKS
2.5 weeks average 

8 - 14 WEEKS
10 weeks average 

4 - 10 WEEKS TIMESCALE 
DEPENDENT ON 
RISK APPETITE(Optional: 4 days 

consultancy from 
Razorthorn)

20 testing days 15 testing days 25 testing days

will be released 
a maximum of  
2 weeks after

Phase 4

Optional purple team 
engagement continuous 
improvement run over 

the year



• Advisory Support: Razorthorn collaborates with the 
Financial Institution (FI) to help define critical assets and 
objectives aligned with DORA, CBEST and TIBER-EU 
standards.

• Stakeholder Collaboration: Engage with FI teams, 
regulators, and threat intelligence providers to validate 
scope and resilience goals for IBSs.

• Regulatory Compliance Review: Assist in ensuring that 
scope documents meet compliance requirements for 
CBEST, TIBER-EU and iCAST.

PHASE 1: 
SCOPING AND PLANNING



PHASE 2: 
THREAT INTELLIGENCE GATHERING

REGIONAL ADAPTATION

EXPERIENCED INTELLIGENCE PROVIDERSGATHERING SECTOR-SPECIFIC THREATS

Collect intelligence on sector-specific threats, identifying 
potential threat actors and vectors relevant to financial services, 
including what these actors could uncover about your IBSs and 

key systems identified.

Experienced threat intelligence providers are engaged to 
analyse relevant Tactics, Techniques and Procedures 

(TTPs)

Our intelligence gathering adapts to regional risks, ensuring 
scenarios reflect local cyber threats and vulnerabilities in line 

with TIBER-EU and iCAST.

CTI MATURITY ASSESSMENT 

We evaluate your organisation’s people, processes and 
technology across governance, planning, operations and 

management. It optimises capabilities, provides third party 
validation and provides customised recommendations 
tailored to meet your organisational CTI programme.



KEY TOOLS FOR THREAT INTELLIGENCE 
IN RED TEAM ASSESSMENTS
OSINT and Reconnaissance Tools Supporting DORA Compliance

• SpiderFoot: Automated OSINT tool for gathering external data across hundreds of sources to identify 
potential exposures.

• Recon-ng: Modular framework for data gathering with customizable modules, ideal for scoping digital 
assets.

• Maltego: Visualization tool for mapping connections and dependencies, beneficial for identifying third-
party risks.

• Shodan: Search engine for internet-connected devices, exposing vulnerabilities across exposed 
infrastructure.

• Amass: Asset discovery tool for mapping domains and external assets, essential in defining the scope of 
assessments.

• FACT 360: Insider threat, financial crime and compliance anomaly detection monitoring and 
investigation 



PHASE 3: 
ATTACK SCENARIO DESIGN

STANDARDS 
COMPLIANCE

ATTACK PATH 
DEVELOPMENT

SCENARIO CREATION

Razorthorn and iSanctuary 
develops scenarios that reflect real 

world threats identified in the 
Threat Intelligence phase, tailored 

to FI vulnerabilities.

We design attack paths targeting 
key vulnerabilities within critical 
systems, as per CBEST, TIBER-EU 

and iCAST standards.

Scenarios adhere to CREST and 
TIBER-EU guidelines, ensuring 

consistency and alignment with 
regulatory expectations.



THREAT INTELLIGENCE 
OPERATIONALISATION
Mapping and Aligning Attack Paths

• Path Mapping and Visualisation: Illustrates probable 
attacker paths using frameworks like MITRE ATT&CK 
and Cyber Kill Chain.

• Alignment with Scope: Ensures scenarios align with 
IBS-focused intelligence and testing phases.

• Collaboration and Validation: TISP and PTSP work 
together to confirm technical outcomes and align 
methodologies.

• Comprehensive Documentation: Attack paths and 
outcomes are documented with visuals to support 
stakeholder understanding.



THE ROLE OF MITRE ATT&CK IN DORA COMPLIANCE

CONTINUOUS IMPROVEMENT

STANDARDISED VULNERABILITY MAPPINGREAL-WORLD THREAT SIMULATION

Enhancing Realism and Reporting for Threat-Led Penetration Testing

Provides a structured framework to design attack 
scenarios that mimic actual adversary behaviours.

Maps findings to standardised adversary techniques, 
aligning with DORA's structured reporting requirements.

Enables adaptive resilience testing by evolving with 
the threat landscape.

ENHANCED DETECTION & RESPONSE

Improves defensive capabilities by simulating and 
preparing for documented attack tactics.



• Social Engineering and Phishing: Simulate phishing attacks to assess employee 
susceptibility to social engineering tactics.

• Network Intrusion and Lateral Movement: Conduct unauthorised access attempts 
and lateral movement to evaluate internal security controls.

• Data Exfiltration Simulations: Simulate data exfiltration attempts to test data 
security and FI’s detection mechanisms.

• Real Time Monitoring and Adjustment: Adjust scenarios dynamically in response to 
system defences, providing an evolving and realistic test environment.

• Compliance with Framework Standards: Follows CBEST, TIBER-EU and iCAST 
protocols, ensuring structured and compliant testing methods.

PHASE 4: 
RED TEAM EXECUTION
High Impact Simulation Activities for Comprehensive Resilience Testing



EXAMPLES OF MITRE ATT&CK TECHNIQUES

PRIVILEGE ESCALATION

EXECUTIONINITIAL ACCESS

Techniques like phishing (T1566) or exploiting public-
facing applications (T1190) to gain entry.

Using Command and Scripting Interpreters (T1059) 
like PowerShell for malicious command execution.

Exploiting system vulnerabilities (T1068) or manipulating 
access tokens (T1134) to escalate privileges.

EXFILTRATION

Automated data transfer methods (T1020) or using 
web services (T1567) to exfiltrate sensitive data.



• Metasploit: A comprehensive exploitation framework for simulating a variety of 
cyberattacks, widely used in penetration testing.

• Cobalt Strike: A popular tool for advanced threat emulation, mimicking tactics of 
sophisticated adversaries.

• Burp Suite: Focuses on web application security, identifying and exploiting 
vulnerabilities in web-facing assets.

• Nessus: A vulnerability scanner that identifies and prioritizes known security gaps in 
network systems.

• Empire: An open source post-exploitation framework used for simulating stealthy, 
persistent threats within a network.

EXECUTION PHASE TOOLS IN RED TEAM ASSESSMENTS
Simulating Real World Attacks for Resilience Testing



MEET OUR RED TEAM
The Red Team assessment will be conducted by our experienced Red Teamers, who will 
hold a number of the personal certifications below.

• Offensive Security Certified Professional (OSCP)
• Offensive Security Web Expert (OSWE)
• Offensive Security Certified Expert (OSCE)
• CREST Practitioner Security Analyst (CPSA)
• CREST Registered Penetration Tester (CRT)
• CREST Web Application Tester (CCT-WEB)
• CREST Infrastructure Tester (CCT-INF)
• Certified Red Team Expert (CRTE)
• Certified Red Team Professional (CRTP)
• Certified Enterprise Security Professional-Active Directory Certificate Services (CESP-ADSC)
• Certified Azure Red Team Professional (CARTP)
• Red Team Opps (CRTO)
• SANS iOS and Android Application Security Analysis and Penetration Testing (SEC575)



• Separate Reports for TI and Red Team Phases: 
Razorthorn delivers distinct reports covering the Threat 
Intelligence findings and the Red Team’s simulation 
outcomes.

• Detailed Vulnerability Analysis: Each report includes in-
depth analysis of identified vulnerabilities, threat actors 
and exploited attack vectors.

• Actionable Recommendations: Provides prioritised 
remediation steps to close resilience gaps, aligned with 
DORA, CBEST and TIBER-EU standards.

PHASE 5: 
REPORTING
Comprehensive Documentation of Threats & 
Testing Outcomes



• In-Depth Findings: Identifies vulnerabilities with potential impacts, mapped to real 
world threat scenarios.

• Risk Prioritisation: Recommendations prioritised by urgency, focusing on high-risk 
vulnerabilities first.

• Documentation for Regulators: Provides detailed records to fulfill DORA’s resilience 
documentation requirements.

• Executive Summary: Includes high level reporting tailored for board level 
understanding and decision making.

DETAILED REPORTING TO MEET DORA STANDARDS
Comprehensive Documentation for Compliance and Resilience



PHASE 6: PURPLE TEAMING (OPTIONAL)

CONTINUOUS 
IMPROVEMENT LOOP 

CLOSING 
DETECTION GAPS

COLLABORATIVE 
ANALYSIS

Collaborative Analysis and Remediation

Razorthorn and FI’s Blue Team 
replay Red Team actions to identify 

detection gaps and improve 
response.

Utilise insights from Red Team tests 
to strengthen detection capabilities 

and enhance resilience.

This includes prioritised 
remediation actions, tactical 

refinement, performance and 
success metrics.



hello@razorthorn.com

www.razorthorn.com

0800 772 0625
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https://www.linkedin.com/company/razorthorn-security
https://twitter.com/RazorThornLTD
https://www.youtube.com/c/RazorthornSecurity
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