When Your Identity Security Fails

Patterns, Gaps & How to Fix Them

James Rees
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If you know the enemy and know
yourself, you need not fear the
result of a hundred battles.

If you know yourself but not the
enemy, for every victory gained
you will also suffer a defeat.

If you know neither the enemy

nor yourself, you will succumb in
every battle.

-Sun Tzu



The battlefield has shifted. Attackers are no longer
breaking into networks.

Today, they simply log in.

The Reality What to Watch For

o Cloud first | * o MFA bypdss, token thef’t privilege

| escoloticnq third part 1sks
o SAAS everywhere S ‘?"‘ -

e

3 A. o ALdrkven phls}ﬂng olele &

O HYb”d by d@fOUlt | |mpersonat|on

o 'ldentity now sits in front of every - . o deld adoption of untested and
critical system \// £ -unfinished Al products

o We must innovate and reduce o Alis bypassing traditional
costs through rapid Al adoption ; - controls, introducing new threats
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TWO DIFFERENT PERSPECTIVES

The Belief Of The Reality

The Business o MFA enabled but inconsistently

o We have MFA enforced

0 Pr|V|Ieged accounts exempjed for

o We hove a strong possword
| oper.otlonoy@a

~ policy _ | ‘ : i . ,
- o A ~ " /@ Serwee accounts qre o] otten
O\Vie hdve Condltlonal access -

. B

o Identlty monltorlng is not the

o We have done the Mminimum °
‘most reactive "

required td meet the standgrds - -

o Access reviews are performed
- but not validated

RAZORTHORN



THE IDENTITY CHALLENGE

What does this mean for you?

ﬂ 'I Heavy concentration of financial services and regulated sectors

ﬂ 2 Widespread reliance on Microsoft 365 and cloud Saa3-platforms #

-

\ﬂ,‘i .Cross-border access and distributed remote workforces

. /
- -

| ﬂ 4 Reqgulated industries face the sharpest Consequen'ce.s of identity failure
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Identity Security Threats

Privilege Creep

o Staff change roles — access never
removed

o Admin accounts used for everyda
tasks -

Overconfidence in MFA

o No phishing-resistant
enforcement

o No regular validation testing

. B

No-Continuous Validation

‘o Annual audits and annual

— s

pentests " ——o

o No visibility in between

/

-
—

Business Process Gaps

o Password resets without strong
- verification . .

o Third-party accounts not reviewed
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WHAT DOES A GOOD SECURITY
PROGRAMME LOOK LIKE?

n I Phishing-resistant authentication for “ 4 Strict privileged access
high risk users management

"ﬂz Regulor|dent|tyattock3|mulat|on | M/Formal |dent|tygov nce. T

A . " Es . revigws .
n 3 Executive impersonation proteotlon n ﬁ Measurable identity risk reporting
strategy | to the board
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We are ﬂghtmg 3 constant batt\e
' e e
We need to bﬁproactlve ST

S beic/zre reactive.
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CURRENT TESTING STANDARDS
ARE NO LONGER ENOUGH

Identity environments Continuous
| change constantly Validation .
| o New SaaS apps added monthly O Regularvolldotlon of |dent|ty
L . "« S pc:th,wc:ys/ y
o New integrations.and API tokens A \\G< . IO
& . R ]Sﬁnulntedottocks against B
, New remote contractors |, . ~ authentication . " o
- o New privileged roles ' o Privilege escalationvalidation -

6 Annual testing missés drift" , - ,
o Drift detection over time
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HOW RAZORTHORN CAN HELP

Assurance
Testing

o Internal & external pentesting -

o Web app pentesting

o - Mobile pentesting

o CI rewews

o Red téoming

Governance
Advisory

Business security review

Defence in de.pth.review
Deepfake risk reviews S \°
S'ecu}ity rhoturity against” ~ " ®

ISO27001, PCI DSS, DORA, NIS2,
MiCA, etc :

— s

_Ongoing expa8ure tracking

5. "Evidencefe

Continuous Threat
Exposure Management

Repeatable testing model

-

re__Qu'I&tc)rs and /

boards
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We don't just tell you
you're comp\iant.

S We show yoy{whe@er

you are resment
S
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The next breach you suffer will not be because your
security perimeter failed.

' They were already in.

o | // -

—

TESTIT | VALIDATE IT | GOVERN IT
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THANK YOU

www.razorthorn.com
hello@razorthorn.com

e Listen to the Razorwire Podcast

. e & / "
& >‘<\_\ ) B % <
O : -

RAZORTHORN



	Starting
	Slide 1: When Your Identity Security Fails

	Starting
	Slide 2
	Slide 3
	Slide 4

	Main Section
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14


